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Cnyyan HeoHBACHUMbIX MHUKMAEHTOB ¢ cyaamu BMC B cnopHbIx Boaax

21.08.2017

17.06.2017

9.05.2017

CTO/IKHOBEHWE AMEPUKAHCKOrO PaKeTHOro
scmuHua USS John S. McCain ¢ TaHKepom Alnic MC B
BOCTOMHOM ManaKkKCcKom nposamvee

CTONKHOBEHME aMepPUKAHCKOro pakeTHOro aCMMHLUA
USS Fitzgerald HeganeKko ot nobeperxkba AnoHun ¢
KOHTenHepHbiM cyaHom ACX Crystal, cheayrowmm
noa pnarom GuannnuH

PakeTHbIN Kpencep BMC CLUA «J1ank YemnnenH»
CTONKHYANCA C He6OobWMM PbI60/I0BELKMM CYAHOM
psgom c Kopecknum nonyoctposom



BakHble ¢daKTbl 06 MHUMAEHTAX

*  Bce Tpu cygHa npuHaaneXat uckntoumtenoHo 7-my ¢noty CLUA,
KOTOPbIN OTBeYaeT 3a paboTy B paliOHe CMOPHbIX OCTPOBOB B *Kentom
Mope — TeEPPUTOPUU, HA KOTOPYHO aKTUBHO M arpeccuBHO npeTeHayeT
Kutan

* B oTtcTtaBKy oTnpasneH kKomaHaytowmn 7 dnotom BMC CLUA agmunpan
Oxo3ed OKOMH M KomaHayowmumn TuxookeaHckum ¢notom CLUA
agmmpan CKotT CBudTt

p— *  OdunuymanbHble OTYETbI O CTO/IKHOBEHMAX ABHO HEMOJIHbIE, COrNAaCHO
/ 3KCNepTOM B MOPCKOM HaBuraymu. NoscHeHna BMC CLLUA gaBaTb
) OTKa3blBaeTcA

*  MonyanuBana peakuma KMTanckux Bnacten Nnpu ABHOW Noaaepr<Ke
WHUMAEHTOB B HAaLLMOHAIbHOWM NPEecce N CoLMnanbHbIX CETAX




BakHble ¢daKTbl 06 MHUMAEHTAX

The investigative team consists of two
types of experts. 10th Fleet, aka Navy

Aamumpan William Moran (Vice Chief of Naval
Cyber Command, handles day-to-day

Operations) B opuLManbHOM MHTEPBbLIO
MPW3Ha/, YTO K paccnenoBaHMIO MPUYNH
CTO/IKHOBEHWSA ObIIN NPUBJIEYEHDI
cneunannctol KnubepkomaHaoBaHMA Ha
MOpeE, a TaKKe CneuymaancTbl No akTUBHbIM
BO34ENCTBUAM HAa MHPOPMALMOHHbIE
CUCTEMBI.

OTyeTbl CNeunanncTos B 3aKNOHYUTE/IBHOM
oT4yeTe O paccnenoBaHN He nNpeacrtaB/i€HbI.

Apgmunpan William Moran
Vice Chief of Naval Operations



CTONIKHOBEHME aMEPUKAHCKOTo pakeTHoro acmmnHua USS Fitzgerald

3cmumHen CLUA "USS Fitzgerald" ctonkHynca ¢ kKoHTenHeposo3om "ACX
Crystal» y 6eperos AnoHun, B 01:30 Houm

CTonKHOBeHUe I'IpO6M!'IO Kopnyc aCcMnHUa HMN>xXe Batep/,IMHUN U 3aTOMUO
}unble nomelleHuna, rae Haxoamnnoch 35 yenoBek.

CemepbiMm yneHam akmnarka "USS Fitzgerald" He yaanocb cnacTtuce.



USS Fitzgerald




USS Fitzgerald

BopousmewieHume: 8775 TOHH
OnvHa: 153,92 m.

WupwuHa: 20, 1 m.

Ocapka: 9,3 m

ABuratenu: 4 ra3otypbuHHbIE
YCTaHOBKM

MowHocTb: 108000 n. c.
CKopocTtb xoaa: 32 y3na
(MakcMmanbHas)

Kunax: 337 yenosek




KoHTenHepoBo3 ACX Crystal
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KoHTelHepoBo3 ACX Crystal

BoaounsmeweHue: 39,565 ToHH
OnunHa: 222.6 m.

lWupuHa: 30.1 m.

Ocagka: 12 m

Osurarenn: MAN-B&W
MouwHocTtb: 38,730 1. c.
CKopocTb xoaa: 25 y3na
(MakcMmanbHas)

Kkunax: 20 yenosek




Cxema CTO/IKHOBEeHMUA

KoHTenHepoBo3 ACX Crystal
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NOCNEACTBUA CTO/TIKHOBEHWA




KINHOYEBbBIE ®AKTbl HABUTAL N

MexayHapoaHble npaBuaa npeaynpexaeHnsa ctonkHoseHui cypgos (COLREGS-72)

Koraa aBa cyaHa ¢ MeXaHUYeCKUMU ABUraTeNaAMU UAYT NePeceKatomnmMmca Kypcamm
TakK, YTO BO3HWKAET OMaCHOCTb CTO/IKHOBEHMUSA, TO CYZIHO, KOTOPOE MMEET ApYroe Ha
CBOE NpaBoi CTOPOHE, A0/IKHO YCTYNUTb A0POrY APYromy CyaHy v MNP 3TOM OHO
[ONXKHO, eCNY NO3BONAKT 06CTOATENLCTBA, N36€EraTb NepeceyeHmna Kypca aApyroro
CY/ZlHa Y HEro no Hocy.



KINHOYEBbBIE ®AKTbl HABUTAL N

AIS (Automatic Identification System) — aBTomatunyeckasn
naeHTMPUKaunmoHHan cuctema. CayKuTt ana nepenaym
NAEHTUPUKALMNOHHbIX AAHHbIX CYAHa (B TOM YMcae O ero
rpyse), MHGOPMaLMKU O ero COCTOAHUM, TEKYLLLEM
MECTOMNOJIOKEHUN U Kypce. TakkKe ucnonb3yerca Ans
npeaynpesKaeHusa CToNIKHOBEHUIN CY10B, MOHUTOPUHIA UX
COCTOSIHUS.

AIS paboTaeT nocpeacTBom nepenaym curHanos B YKB-
AnanasoHe mexXxay cyaamm, naasarowmmm
peTpaHcaaTopamu n beperosbimu AlS-win03amm, KOTopbie
NOAKAKOYEHbI K UHTEPHETY.

Bce cyana, coBepliatowme mexayHapoaHble pencol, cyaa
BMecTUMOoCTbto 6onee 500 perncTtpoBbIX TOHH, a TaKKe BCe
naccaXMpCcKue cyaa AoKHbI 6bITb OCHaLeHbl AlS.



KINHOYEBbBIE ®AKTbl HABUTAL N

16 HIN 00278 44 vy, O
o !

NLADY S1°16.692N 00228 4471, ;
NALTILUS 51°16.795'N °02°27.357w5 =24,k $
e ~S0G ,

bnarogapa gaHHbIM cuctembl AlS MOXHO oTCNeanTb
NCTOPUIO NEPEMELLEHNIN CYAOB N UX TPAEKTOPUM.

* BoeHHble cyaa He TpaHcanpyoT ceoun AlS KoopauHaThl

* B agoknaae KanutaHa rpysosoro cyaHa "ACX Crystal"
Ronald Advincula roBopuTcs, 4To ¢ 3SCMUHUEM CBA3b
YCTAaHOBUTb HE yAanocb, cyaHo BM® He onpeagenanoch Ha

AlS



MYBJINYHAA HATCb OTHETA BMC CLUA

CornacHo pesysbTaTtam
paccnenoBaHUA BUHOBHbIMUA B
npouncecTsum 661N NPU3HAHDI
HaXxoOAMBLUMECA HA BAaXTE MOPAKMK
3CMMHLUA, KOTOpPblE B HapyweHue
MexayHapogHblix npasun
npeaynpexKaeHua CTONIKHOBEHMN
cynoB (COLREGS-72) He
npeaocTaBuUIn NPEMMYLLLECTBA
ABUraBLLEMYCA CripaBa TOProBomy

CyaHy.

UNCLASSIFIED

DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
‘WASHINGTON, DC 20350-2000

MEMORANDUM FOR DISTRIBUTION

Enclosure (1) Report on the Collision between USS FITZGERALD (DDG 62) and Motor Vessel
ACX CRYSTAL

Enclosure (2) Report on the Collision between USS JOHN S MCCAIN (DDG 56) and Motor
Vessel ALNIC MC

The collisions were avoidable between USS FITZGERALD (DDG 62) and Motor Vessel
ACX CRYSTAL, and between USS JOHN S MCCAIN (DDG 56) and Motor Vessel ALNIC
MC. Three U.S. Navy investigations concerning each of these incidents are complete.
Command and Admiralty investigations in each case retain legal privilege to protect the
interests of the United States Government in future litigation. The third investigation for each
incident, termed the Line of Duty Investigation (LODI), is not under legal privilege as its
purpose is to determine that Sailors perished in the line of duty and thus enable their
beneficiaries to receive appropriate compensation. Collisions at sea between U.S. registered
vessels and foreign registered vessels are also subject to an additional investigation, a Marine
Casualty Investigation, conducted independently on behalf of the National Transportation
Safety Board (NTSB) by the United States Coast Guard (USCG). These investigations are
ongoing in each case the results of each will be published by the NTSB when complete.

As Chief of Naval Operations, I have determined to retain the legal privilege that exists with
the command Admiralty investigations in order to protect the legal interests of the United States
Government and the families of those Sailors who perished. At the same time, it is paramount
that the Navy be transparent as to the causes and lessons learned to the families of those Sailors,
the Congress and the American people, and to make every effort to ensure these types of
tragedies do not happen again. With these competing interests at hand, I authorized the
preparation and release of reports on each collision, enclosed with this memorandum.

These collisions, along with other similar incidents over the past year, indicated a need for
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SEISEN MARU ~
SKY AURORA
—, KEUM YANG 1 P
o 'WAN HAI 266
< NEW MR w0 5
NO2 TOYOMARU
> ACK CRYSTAL
_a FERRY DOUGO

. OCEAN FELICITY

19

- . TOKUHO MARU
o MARUSUMI MARU NO:11.

. _ KINSUIMARU

HOKUSEI MARU

7 "WY SHIMANTO

ROKKOU

p SKY ACE3

4 SUMISE MARU NO.21

. ZUISEN MARU
 PROPANE MARU NO.18 ¢ STTCBANGKOK
> STAR HANSA
> NISSEI MARU
 BAI CHAY BRIDGE
> GOLDEN IZUMI
o NYK DIANA

-, NAKAHARU MARU
- ATLANTIC EAGLE

. TRANS FUTURE 5

o GRAND RUBY

SHIN Mi
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< PROPANE MARU NO.18

. STAR HANSA

dWAKO

— ZUISEN MARU

ASKYACB

[ WAN HAI 266

o AKX RYSTAL

18.4 kr



eVil/ 10.£0.90/ i) T W RN
_ 431006368

_ SHINPU MARU

HenoHATHaA cmeHa Kypca
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BAI CHAY BRIDGE

_-WAN HAI 266

CTonkHOBeHMe Yyepes
10 muHyT Nocne
HeobOoCHOBaHHOM
CMeHbI Kypca

& ACX CRYSTAL



Bo3palueHune Ha Kypc
aBTOMUAOTOM

_+"BAI CHAY BRIDGE

_ A RYSTAL



BAI CHAY BRIDGE
20 MUHYT

LHOCCRYSTAL

B TeyeHue 20 MMUHYT KanuUTaH He
MOl AOWNTU A0 yNpaBaeHus
Kopabnem, Kypc BbinpaBaan
aBTONUNOT

_;#MAERSK EVORA



1. NMocne ctonkHOBeHMA Kopabab BO3BpaLLaeTca
OCMOTPETb MECTO CTONIKHOBeHMUA (TpeboBaHUA
MOPCKMX 3aKOHOB)

_, HOZAN MARU
2. Kopab/sib N0XKUTCA Ha NPaBUNbHbIN KYpC, a He

KYOEMARUNO.Z 13 e HEeHHbI aBTONMAOTOM

, MARION ACE
_, SPRING EURO

374454000 ==

, STAR VIRGO

Al



CUCTEMA YTIPABJIEHUA ACX Crystal

IBS (Integrated Bridge System) -
UHTerpuposaHHaa Moctukosaa Cucrema - 310
COMPAXEHHbIE B €ANHbIN KOMMAEKC CUCTEMDbI
CYAO0BOKAEHUA U YyNPAB/IEHUA CYAHOM C LLE/bIO
noBbiweHnA 3dPeKTUBHOCTU 06paboTKM
NHPOPMaLUM N yNPaBAEHNA CYAHOM,
obecneynBatloLmMi NOBbILLEHNE
HaBUTraLUMOHHOM 6e30NacHOCTU N1aBaHUA.

IBS cnuctema Ha cyaHe ABNAETCA r/1aBHbIM
0ObEKTOB aTaKu




CUCTEMA YTIPABJIEHUA ACX Crystal

AIS (Automatic Identification System) —
cucTema Aana nepegaum

NAEHTUUKALMOHHbBIX AaHHbIX CyAHa v
sat —

SAILOR. CnyTHUKOBbIM KaHas

GPS

Cucremsl % N e,
rno6anbHoro / > N v
MO3MLMOHMPOBaHMA ——

VDR (Voyage Data
Recorder) —
pPerucTpaTop AaHHbIX
peiica, 6opToBOi
ECDIS (Electronic Chart Display and Information System) — camonuncew,
3/IeKTPOHHO-KapTorpadpuyeckan HaBUraLLMOHHO-MHPOPMALIMOHHAA
cncrema cyaHa




CUCTEMA YTIPABJIEHUA ACX Crystal

Configuration 5 Remote ECS
Remote Conning Display
Route monitoring, creation, and saved route data play
~ back is possible via Remote ECS like a Planning station
AN
Radar Autopilot
TT(ARPA) ECDIS PR-9000/PR-6000(HCS)
BR-3200 Backup ECDIS
' LAN - :
) >
AIS \

Anemometer

Echo Sounder TRA-3000 T /
e =N
e e = GNSS(GPS)
VDR

NAVTEX

Speed Log BNWAS Gyrocompass
TD-310 WAS-1000 TG-8000

Track Control System




CUCTEMA YTIPABJIEHUA ACX Crystal




CUCTEMA YTIPABJIEHUA ACX Crystal
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CUCTEMA YTIPABJIEHUA ACX Crystal

SAILOR 900 VSAT

Technical manual

CosHAMm

CosHAm




SATCOM Ha SHODAN

< C' @ Secure https://www.shodan.io/search?query=cobham w 0 ¢

'. SHODAN Q Explore Developer Pricing Enterprise Access Contact Us Login

% Exploits *% Maps
TOTAL RESULTS 192.200.14.150
2 IsoTropic Networks 220-FTP Server, by Cobham SATCOM
9 BE Unied States, Fort Lauderdale 220-Connection from 157.157.203.127:59249.
- Details 220 Proceed with login.
530 Incorrect password.
214 For help, please visit www.whitsoftdev.com.
.’ 211-Extensions supported:
' SIZE
REST STREAM
MDTM
PN Tves
' 211 END
Hong Kong 10
United States -
Australia N
Singapore ) 202.174.154.50
Koven, Repablic of R Speedcast Limited 220-FTP Server, by Cobham SATCOM
E3 Hong Kong ZZQ-Cmnectw!ﬁ\ from f4.149A222.102:48051.
TOP SERVICES Details 220 Proceed with login.
53@ Incorrect password.
o w 214 For help, please visit www.whitsoftdev.com.
HTTP (8181) 4 211-Extensions supported:
HTTPS - SIZE
9001 1 REST STREAM
8081 1 MDTM
TVFS

NZATIONS 211 END



SATCOM Ha SHODAN

C @ Secure https://www.exploit-db.com/exploits/35932/ w 0O» e :

de Papers Google Hacking Database Submit Search
anlBASE o e e

VSAT Sailor 900 - Remote Overflow

EDB-ID: 35932 Author: Nicholas Lemonias Published: 2015-01-29
CVE: N/A Type: Remote Platform: Hardware

E-DB Verified: () Exploit: § Download / View Raw  Vulnerable App: N/A

« Previous Exploit Next Exploit »

/%
** File : satcompwn.c - [VSAT SAILOR SAT COM 900 Remote Oday]
** Author : Nicholas Lemonias

**

** This is proprietary source code material of Advanced I
** Usage, distribution and modifications are pursuant to our

**

**
** Copyright (c) 2009-2014, Advanced Information Security Corporation as represented by the
** al of this software.

** All rights reserved.

**

**

**

his research demo is for academic research p




CUCTEMA YTIPABJIEHUA ACX Crystal

41.6 NMEA 0183 connector (RS-422)

Connect the ship’s gyro to this connector.

Outline (on the ACU) nul:r:rl;er Pin function ZZ:::_
1 Not connected —
2 NET-H (NMEA 2000) | White
3 NET-L (NMEA 2000) | Blue
4 NET-S (NMEA 2000) |Red
5 NET-C (NMEA 2000) | Black
6 Not connected —
7 Not connected —
8 Shields. Ship ground.
Connect only at one
end.
9 Line B (+) NMEA 0183
10 Line A (-) NMEA 0183
" Not connected —
Table 4-4: NMEA 0183/2000 connector, outline and pin assignment




CUCTEMA YTIPABJIEHUA ACX Crystal

NMEA 0183 (ot «National Marine Electronics
Association») — cTaHgapT onpeaensaowmin
TEKCTOBbIN NPOTOKON CBA3N MOPCKOro (Kak
npaBuno, HaBUraunmoHHoOro) obopynoBaHms
(nnn obopyanoBaHMA, UCMONbL3YEMOIO B
noesgax) Mexay cobon.




NPMEP NMEA

SGPAPA,A,A0.10,R,N,V,V,011,M,DEST,011,M*82
GPAPA - obpalleHune K aBTonunoTy

‘011,M’ — HoBaga To4ka NOBOPOTAa AS1A aBTONUNOTA






CUCTEMA VDR

VOYAGE DATA RECORDER

00 NOT OPEN
NO SERVICIBLE PARTS

REPORT TO AUTHORITIES

VDR (Voyage Data Recorder) —

perncTpaTop AaHHbIX peica, bopToBomn
camonucel, aHaNor K4epHOro ALLUKAY,
ncnonb3yemoro B asaunm. OCHOBHbIE
334341 — 3anncCb BaXKHOM PENCOBOM
NHPopMaLMmM CyaHa, BKAKOYAA KaK
TEXHUYECKME N KYPCOBble AaHHbIE, TaK U
FO/10COBbIE 3aMMUCK C KAaNUTAHCKOro
MOCTMKA, U ee COXpaHeHMe B Cayyae
4ype3BblY4aMHOM CUTYaLUN



CUCTEMA VDR

VDR coctouT u3 asyx mogynein: DCU (Data Collection

Unit) n DRU (Data Recording Unit).

*  DCU - Linux - mawmnHa c Habopom nHtepdencos
(USB, IEEE1394 1 LAN) ana nogknto4eHus K
CYA0BbIM CEHCOPAM, AaTYMKAM U APYTUM
CMCTEMAM, a TaK¥Ke ocHaueHHyto HDD c yactuyHowm
KOMKWEeN AaHHbIX BTOPOro Moayns.

* DRU - cTek 13 ¢pneww-gncKoB, pacCYUTAHHbIX HA
3anuncb AaHHbIX 3@ 12-yacoBou nepuog, DRU
MOAY/Ib HAXOAMTCA BHYTPU 3aLMULLEHHOIO OT
arpeccuBHbIX BHELWHUX BO34ENCTBUI MOoAy N

VDR ana akcnaoura:

*  M3MeHeHue N yaaneHue AaHHbIX Kak ¢ gucka DCU,
Tak U ¢ DRU ¢ nomowbto NMEA KomaHA




CUCTEMA VDR

B otueTe CLLUA He ynomuHaeTcHA
nHpopmauma c VDR (oba3atenbHO npu
paccneaoBaHUM) U HE YIOMUHAeTCA
nHpopmayma o Tom, 66110 n
MHPopMUpoBaHMe aBTONUAOTOM 06
N3MeHeHUU Kypca cpasy nepes,
CTO/IKHOBEHMNEM, TO eCTb TaKaA
nHpopmayma nMbo He 3anncbiBanacb Ha
VDR, nn60o VDR 6bin cTepT

UNCLASSIFIED

DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
2000 NAVY PENTAGON
‘WASHINGTON, DC 20350-2000

MEMORANDUM FOR DISTRIBUTION

Enclosure (1) Report on the Collision between USS FITZGERALD (DDG 6
ACX CRYSTAL

Enclosure (2) Report on the Collision between USS JOHN S MCCAIN (DD
Vessel ALNIC MC

The collisions were avoidable between USS FITZGERALD (DDG 62) ai
ACX CRYSTAL, and between USS JOHN S MCCAIN (DDG 56) and Mot
MC. Three U.S. Navy investigations concerning each of these incidents are
Command and Admiralty investigations in each case retain legal privilege tc
interests of the United States Government in future litigation. The third inve
incident, termed the Line of Duty Investigation (LODI), is not under legal p:
purpose is to determine that Sailors perished in the line of duty and thus enal
beneficiaries to receive appropriate compensation. Collisions at sea betweer
vessels and foreion recistered vessels are also subiect to an additional invest
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NHTenneKTyasnbHblI KOMMNJIEKC 3aLLNTbl 1 06yueHnA mopcKou
Kubep 6e30nacHOCTU HAaBUTALMOHHbDIX, MHXXEHEPHbIX U CBA3HbIX
cucTem cyaoB M 06HeKTOB MOPCKOU MHPPACTPYKTYpPbI Ha 6ase

NPOrpamMmmMHO-annapaTHbIX CPeAacTs




BBEAEHUE

HA CETOAHAWHWMN AOEHb CYWECTBYIOT PA3/IMYHbLIE BUAbl YIPO3 U
YA3BUMOCTEW B OB/NIACTU KWUBEP BE3OMACHOCTM B CYJOBOW W MOPTOBOW
NHOPACTPYKTYPAX:

O
©
O

Hannumne BO3MOXHOCTU NepexBaTa AaHHbIX

BHYTPU ceTeBON MHPPACTPYKTYPbI MOPTOB;

Bo3moXKHOCTb NepexBaTa 1 NOAMEHbI
AAHHbIX KAHAN0B CBA3U CYyAHO-MOPT;

MN3meHeHMe AaHHbIX O CyAHe, BKKYan ero
MECTOMNONOXEHUE, Kypc, HGOPMaLMIO O
rpy3e, CKOpoCTb U UMS;

Co3paHue «kopabnen-npmspaKkosy,
OMO3HABAEeMbIX APYrMMUM CYJaMM KaK
HacToAuee cyaHo, B 110601 MOPCKOM
NoKauuu;

Bo3MOXHOCTb cAaenath cyllecTsyollee
CYIHO «HEBUANMbBIMY;

G ON

danbcudpukauma curHanos EPIRB,
AKTUBUPYIOLLLUX TPEBOTY Ha HAaXo4ALWMXCA
nobaun3ocTun cypax;

OTnpaBKa N0OKHOW NorogHou MHGopmaLmm
KOHKPETHbIM cygam, 4Tobbl 3aCTaBUTb UX
N3MEHUTb Kypc ana obxoaa
HEeCYLLLeCTBYHOLLEro LUTOPMA;

AKTUBALMA IOKHbIX NpeaynpeXxaeHnii o
CTO/IKHOBEHUMU, YTO MOKET CTaTb NPUUYMHOM
aBTOMaTUYECKOMN KOPPEKTUPOBKMU Kypca

CyAHa,

Bo3moHOCTb npoBegeHna DoS-aTaku Ha
BCIO CMCTEMY NMYyTEM MHULNNPOBAHUA
yBe/IM4YeHUA 4acToTbl nepeaayvn AlS-
coobLWeHnn.



3SAKOHOAATEJ/IbHAA BA3A

BeayLwymmy y4acTHMKaMM MOPCKOM OTPacan, B TOM YUCNE U TOCYAaPCTBEHHbIMUN, BBUAY
BbICOKOM aKTUBHOCTU XaKepPCKMX aTaK U PaCTYLLLEro KoanYyecTsa yrpo3 66111 BbiNyLEHbI
PS4 3aKOHOAATEe/NbHbIX, PE30/IIOUMOHHbLIX U PEKOMEHAATeNbHbIX TpeboBaHWUM ANA
obecneyeHuns 3aLMTbl MOPCKOM MHPPACTPYKTYPbI OT KUbep yrpos:

®, «PekomeHgauuMn NO ynpasaeHUIo KNGeppmuckamm B MOPCKOM OTpacamn»

MpunoxkeHne N2 1 otyeTta 0 pabote KomuteTa no ynpouieHmnio popmanbHOCTEN
(PAN) Ha 41-¢ ceccnmn — pokymeHT PAN 41/17)

®, «YnpaBneHune KMbeppuckamm B cucTemax ynpaBneHms 6e30nacHOCTM MOPCKOM
oTtpacan» Pesontoymsa (KBM) MSC.428(98)

o “Pexomenaaumu no ynpasnexuio knbeppuckamm B MOPCKON OTpacam»
" Uwnpkrynap KBM-®AN (MSC-FAL./Circ.3)

) depepanbHbIv 3aKOH OT 26.07.2017 No 187-P3 «O 6e3onacHOCTU
KPUTUYECKOMN MHPOPMALMOHHON MHPACTPYKTYpPbl Poccminckomn
depepaynmn»



COCTAB NPOrPAMMHO-ATNMNAPATHOIO KOMINJIEKCA KUBEP 3ALWLATDI

CUCTEM CYA0B 1 OBbEKTOB MOPCKON UHOPACTPYKTYPbI

CneunannsnpoBaHHbIM MNPOrpaMMHO-annapaTHbiM KOMMNJEKC 3alinTbl OcCyliecTBasAeT
MOHUTOPMUHI KaHa/N0B Nnepeaayn AaHHbIX Ha NpeameT 3anpeLlleHHbIX, HENEerMTUMHbIX MaKeToB.
[flocTpoeH C WMCNONb30BAaHMEM CMNEUMAIM3INPOBAHHOIO anroputma ob6HapyXeHua yrpos
TUNUYHbLIX ANA OOBEKTOB MOPCKON MHPPACTPYKTYPbl U COCTOUT M3 C/eAyoWMX KAYEBbIX
MOAYNEN:

Appo 6e3onacHoCcTH

CUCTEMA KOHTPONA COCTOSHUSA
JIOKaNbHO BbIYNCUTE/IbHOM CETH,
KOHTPO/Ib MaKeTHOro obmeHa
AaHHbIMKU 1 TpaduKa. MOHUTOPUHT
KaHa/IoB Nepenayum AaHHbIX Ha
npegmeT 3anpeLeHHbIX,
HeNIerMTUMHBbIX NaKeTOB.

Mopaynb oLeHKN yrpos

WMHTEPAKTMBHbIV NepeyeHb Y3108
CUCTEeMbI, COCTaB/IEHHbIN Ha OCHOBE
aNropMTMa MOHUTOPUHTA,
NPOrHO3MPOBAHMA CLLEHAPUEB aTaK U
BO3MOMHbIX Yrpo3. [laeT AeTa/ibHYI0
MHPOPMaALMIO O CTENEHM 3ALUMULLEHHOCTH
N yA3BMMOCTM Y3/10B CUCTEMbI 06bEKTA.

Mopaynb UHTEPAaKTUBHOM KapTbl
6e3onacHoctu JIBC

Mopaynb KOHTPOA U

MOHUTOPUHIA
NPW BO3HUKHOBEHWM YrPO3bl AaHHas HarnagHoe cxemaTUyHoe npeacTaBaeHne
cuctema 610KMpPYET OnacHble KOMaHAbI. [NA onepaTopa TeKyLel CMcTeMbI
Komnnekc yseAomnAeT oneparopa o 06beKTa C yKazaHMEeM aKTUBHbIX CUCTEM
nonbiTKe HECAaHKUMNOHNPOBAHHOIO 3aWMThI y3nOB, OaHHbIX O KOHd)VIpraLI,VIVI

Bo3gelicteunA. Moaynb coyeTaer HoBelmne
TEXHO/I0TUM 3aLUNTbI CUCTEM YNpPaBAEHUA,
BK/IKOYAA CUTHATYPHbIM aHanus,
NPOAaKTMUBHbIN, MOBeAEHYECKNIM Noaxoa U
3BPUCTUYECKME METOAbI KOHTPOA
6e3onacHocTM.

ycTpouncTs. MHGopmumnpoBaHue u
CUTHANIN3NPOBAHME B UHTEPAKTUBHOM
PEeXMME O TEKYLLLEM COCTOAHUM CUCTEMDI
B LLe/IOM 1 0BHapY»KeHHbIX YA3BUMOCTSAX,
aTakax, NPOHUKHOBEHMUAX.




OYHRUUU NPOTPAMMHO-ANTNAPATHOIO KOMIMJIEKCA KUBEP 3ALLATDI

CUCTEM CYA0B 1 OBbEKTOB MOPCKON UHOPACTPYKTYPbI

[MporpammHo-annapaTHbIM KOMMAEKC npeaycMaTpMBaeT pPas/INYHble CXEMbl BKAKOYEHUA B
CUCTEMY cyaHa WA obbeKTe ana obecneyeHna rMOKOCTM BapuaHTOB obecneyeHUA 3alWMUTbl B
3aBUCMMOCTM OT NOCTAB/IEHHbIX 334au.

Takum obpasom, NporpamMmHO-annapaTHbIM KoMmnaekc «LleHTp moHUTOpMHra 6e3onacHoOCTU»
OCyLLEeCcTBAAET criegytowmne GyHKUUN:

3almnTa BCEX YPOBHEM CUCTEMbI OT HECAHKLLMOHMPOBAHHOTO YAa/IeHHOIO A0CTYNa C YNPaBAAOLWNX KOMNbIOTEPOB,
NPOMENKYTOUHbIX Y3/10B MeXAy YNPaBAAOWMMM KOMMbIOTEPAaMM M 060pyA0BaHMEM UK C YCTPOMCTB HapyLIMTens,
NOAKNOYAEMbIX K MPOMEKYTOUYHbIM Y3/1aM M HanpAMYHO K IMHUAM nepeaayvyn AaHHbIX

3alwuTa oT NOCNeACTBUIM NOAKAYEHUA K IMHUAM nepeaaydm AaHHbIX (HaXOAALMNXCA, B TOM YMC/1E€ HAa HEKOHTPOIMPYEMbIX
TeppuUTOpUAX)
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3awuTa oT HEeAOKYMEHTUPOBAHHDbIX BO3MOXHOCTEN MHOCTPAHHOIO 060pYﬂ,OBaHMﬂ, YCTaHOBJ/IEHHOIO Ha BCEX YPOBHAX
CUCTeEMbI CyaHa naun obbeKTa

Do

3almTa OT BPeAOHOCHOIo NPOrpamMmmMHoOro obecneyeHmsa Ha ypoBHe ynpaBaeHus u cbopa AaHHbIX (gMcneTyepcKkue,
onepaTopcKue nynbThbl)

KOHTpOﬂb MCNOJIHEHUA NOAUTUK Be3onacHoOCTU U npaswmn ynpasaeHnA

YBegomneHue o (I)aKTe HECaHKUMNOHMPOBAHHOIO NpPAMOTIo CI)M3I/I‘-I€CKOI'O BO3A€VICTBMF|

©0OC



COCTAB UHTENNEKTYA/IbHOIO TPEHAXKEPHOIO KOMIJIEKCA

TpeHa)XXepHbIX KOMNJIEKC 06y4yeHnAa MOPCKOU Knbep 6e30nacHOCTU CYAOBbIX CUCTEM
BKJOYaeT B ceba cneaytowime moaynu:

VDR (PeructpaTtop EPIRB (ABapuiHbIit paanobyit)

NAHHbIX peica)

APM LleHTpa MOHUTOpPUHTIA
MHPOPMaLMOHHON
6e3onacHOCTU cygHa

AlS (ABTOMaTU3MPOBaAHHaA
NaAeHTUOUKALNOHHAA
cuctema)

APM
MoaenuposaHua
cueHapues

Cuctema HaBurauum
(GPS/GLONASS)
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COCTAB UHTENNEKTYA/IbHOIO TPEHAXKEPHOIO KOMIJIEKCA

cDyHKLI,l/IOHaI'IbeIe BO3IMOXHOCTU TpeHaXXepHOro KommnanekCa BKAKYAKT B cebs
moaennpoBaHme cneayrowumx BEKTOPOB aTakK.

0 1 aTaku Ha cuctemy AlS (nepexsat u 05 aTaku Ha nporpammHoe obecneyeHue IBS
NCKaXKeHune) (TpoAHCKMe nporpammbl, coLmnanbHan
NHXXeHepua, B3Nom bopToBom

onepauMoHHOWN CUCTEM)
02 aTaKW Ha CNYTHMKOBbIE KaHanbl (nepexsaT

TpaduKa, nogmeHa TpadukKa,

61OKMPOBaHME NepeAayun AaHHbIX, 06 aTaKW Ha CUCTEMbI aBTOMaTU3aLLUK
cneundmnyHble yassMmocTu Immarsat u 6opToBbIX CUCTEM KOpabei
APYTUX CNYTHUKOBbIX CUCTEM)

3Kcn/yaTaums yA3BMMOCTEN KOHTPON/IEPOB

03 aTaku Ha cuctemy VDR (yaaneHue u 07
B e i ran W CUCTEM aBTOMATMU3aLLMM MOPCKMUX CY 0B

04 aTaKMN BHEeCeHMA NOXHbIX CUTHA/I0B Ha
ocHoBe EPIRB



COCTAB UHTENNEKTYA/IbHOIO TPEHAXKEPHOIO KOMIJIEKCA

TpeHa)XepHbIM KOMNJEKC 0by4yeHUA Kubep 6e30MacCHOCTU OOBEKTOB MOPCKOM
UHGPACTPYKTYPbI BK/IIOYAET B ceba cneayowme Moayiu:

Cuctema KOHTpONA
poctyna, Cuctemol
obcnyXnBaHMA U
ynpasneHuma
naccaXknpamm

Cnctembl 06paboTKU U
yrnpaB/ieHuA rpysos

APM LeHTpa
MOHWUTOPMUHTA
MHPOPMALMOHHOMN
6e3onacHOCTU cyaHa

AZAMWHNCTPATUBHbIE
i\ cucTembl 1 cucTembl
7w COLIMANbHOTO
1V obecneyeHus
IKMNaxa

TOS (TepmunHanbHan

OnepaumoHHaa Cucrema),
CTS (Cnuctema OTcnexkmBaHus
KoHTenHepoB)

APM
MogaenuposaHua
cueHapues




COCTAB UHTENNEKTYA/IbHOIO TPEHAXKEPHOIO KOMIJIEKCA

cDyHKLI,l/IOHaI'IbeIe BO3IMOXHOCTU TpeHaXXepHOro KommnanekCa BKAKYAKT B cebs
moaennpoBaHme cneayrowumx BEKTOPOB aTakK.

0 1 cneunannsnpoBaHHbIe BUPYCbl ANA 06 creunannsnpoBaHHbIe BUPYCbl ANA
sKcnayaTaumm yassumoctent TOS/CTS aKCnayaTauum NPOMbILLIEHHbIX MOPCKUX
cuctem, cncrTem,
02 3KCNN0OUTbI MHOOPMALLMOHHbBIX CUCTEM 07 SKCNJIONTbI NPOMBbILLTIEHHBIX MOPCKUX
noptos (TOS/CTS), cUcTem,
03 NUCKaXXeHne AaHHbIX MHPOPMALMOHHbIX 08 MCKaXKeHue AaHHbIX MPOMbIWNEHHbIX
cuctem/BHECEHUE JIOXKHbIX JaHHbIX, MOPCKUX CUCTEM

04 CUEeHapuu aTak Ha UHGOPMaALMOHHbIEe
CUCTEeMbI NMOPTOB C UCMOJIb30BAHNEM

cou,maanoﬁ MHXEHEPUMU,

05 nporpamMmmHbieé 1 armnapaTHble 3aK1a4KN
AnA MHCI)OpMaLI,MOHHbIX CUCTEM MNMOPTOB

(TOS/CTS),



COCTAB UHTENNEKTYA/IbHOIO TPEHAXKEPHOIO KOMIJIEKCA

APM APM

LleHTpa MOHUTOPUHrA
6e3onacHocTH

MopaenuposaHua
cueHapueB

AT

Cxema 610KMpoOBOK OueHKa Yrpos MUHTepaKTUBHaA KapTa
paboTbl MHXKEHEPHbIX 6e3onacHoctu JIBC
cuctem



